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Our current online ecosystem is dominated by targeted advertisements. 
Companies collect troves of information about their users and use that 
information to monetize otherwise-free services, such as social media platforms 
and search engines. The inescapability of this system has led policymakers to 
question how the collection and monetization of user data affects an individual’s 
right to privacy.

What privacy is and how it should be operationalized—already difficult 
questions—are made more complex by the digitization of daily life and the 
disparity between people’s beliefs and actions around privacy preservation. 
Governments have attempted to provide comprehensive frameworks for how 
users’ privacy should be treated online, placing restrictions on the collection, 
storage, distribution, and use of personal information. Such regulatory 
frameworks have been imperfect but largely workable in the current iteration 
of the Internet. However, the advent of new decentralizing technologies has the 
potential to radically alter how data privacy must be operationalized.

The current Internet paradigm, known as Web 2, is typified by large, centralized 
companies controlling vast swaths of the digital ecosystem. But blockchain-
based technologies, grouped together under the broad umbrella of “Web 3,” 
present an alternative method of structuring data transmission and storage. In 
Web 3, online networks and applications are generally decentralized, public, and 
immutable. In many instances, personal information traversing these networks 
is publicly available but not directly tied to an individual’s identity. These 
characteristics demand a reexamination of what data privacy means and how it 
should be regulated.

Executive Summary
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Several aspects of existing data privacy laws and legislative proposals are at odds 
with Web 3 networks and applications. One complication is that sufficiently 
decentralized systems do not have an easily sanctionable controller or processor 
of user data. Another is that because many of these networks are immutable, it 
is difficult if not impossible to delete personal information at the request of the 
user, as is required under most data privacy laws.

Advertising and attribution systems such as Spindl have already begun to 
appear in Web 3, so it is essential that the tension between data privacy laws 
and decentralized systems be addressed. In order to reconcile Web 3 and data 
privacy, policymakers should promote a sectoral approach to data privacy laws, 
with rules governing the appropriate flow of information for certain contexts.
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INTRODUCTION

Targeted advertising has been called the original sin of the Internet.1 As the 
saying goes, if you are not paying for the product, then you are the product, 
implying an odious relationship between platforms and their users. But targeted 
advertising has existed as long as media itself and, from print to radio to 
television to the Internet, advertising has developed along with the technologies 
used to propagate it. Nevertheless, media and advertising have often found 
themselves in conflict with users’ conceptions of personal privacy.

In the digital era, policymakers have been forced to grapple with conflicts 
between the collection, storage, and use of personal information and individuals’ 
right to control their information. Attribution systems and advertising are 
the most common areas in which such conflicts arise. In recent decades, 
governments have tended to create comprehensive frameworks to govern 
the flow of personal information online. But now, as burgeoning decentralized 
technologies begin to take hold, policymakers will need to rethink how we 
operationalize privacy.

This paper first explores the development of targeted digital advertising and its 
relationship with data privacy. Then, it analyzes the transition to Web 3 and the 
ways in which this transition is at odds with existing data privacy regulations. 
Finally, it provides a framework for reconciling notions of attribution and 
data privacy with decentralizing technologies and proposes a path forward 
for policymakers seeking to protect individuals’ privacy while fostering 
technological innovation. 

AN OVERVIE W OF ONLINE ADVERT ISING

The advent of the Internet ushered in a new way of driving consumer behavior: 
targeted digital advertising. Most early commercial Internet services, such 
as America Online, were primarily paid services: users paid a small fee for 
the privilege of using the service. But tech entrepreneurs discovered a more 
lucrative business model in which they offered a free service paid for by 
advertisements.2 First offering plaintext ads matched to search results in 2000, 

1 Ethan Zuckerman, “The Internet’s Original Sin,” The Atlantic, August 14, 2014, https://www.theatlantic.com/technology/
archive/2014/08/advertising-is-the-internets-original-sin/376041/.

2 See William M. O’Barr, “A Brief History of Advertising in America,” Advertising & Society Review vol. 6, no. 3 (2005), 
https://muse.jhu.edu/article/193868.

https://www.theatlantic.com/technology/archive/2014/08/advertising-is-the-internets-original-sin/376041/
https://www.theatlantic.com/technology/archive/2014/08/advertising-is-the-internets-original-sin/376041/
https://muse.jhu.edu/article/193868
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Google was one of the earliest adopters of this model. This early system was 
crude, but Google quickly discovered that it could leverage online searches to 
precisely target advertisements. As Randall Stross explains: 

For advertisers, Google offered a way of making a pitch with a precision never 
before possible: the advertisement was displayed only when the user had 
indicated an interest in that topic, such as “hotels in Maui.” The interest might 
not have been present five minutes before, and it might not be present five 
minutes later. But at the moment that the search for “hotels in Maui” was 
submitted, it was highly likely that the user, whoever she or he was, would be 
interested in hotels on [sic] Maui. That close association between what was 
being searched for and the user’s receptivity to advertising messages that were 
very closely linked to the search term held true so reliably that advertisers 
quickly realized that advertising on Google was a very efficient way of reaching 
prospects.3

Over time, tech companies shifted to this free service model. Google’s grip on 
the market for Internet searches forced other companies to more creatively 
target advertisements. To do so, companies began to track users’ online activity 
in an effort to determine what advertisements to target a specific user with. 
Now, practically everything that users touch online is logged by some company 
and used to more efficiently target them with ads. However, serving targeted 
advertisements is not enough; what makes platforms valuable to advertisers is 
attribution.

The importance of attribution is made clear in a common metaphor for online 
advertising, the “user funnel.”4 Consider an average user’s commercial online 
behavior. First, users see an ad and click on it, leading them to install an app. 
Days or weeks later, users spend money in the app. Users are thus “funneled” 
into taking some commercial action—in this case, making an in-app purchase. 

It is only at the in-app purchase that the entity who bought the advertisement 
makes money. Everything upstream of that event requires the company to 
pay for advertising. Even with modern tracking and data analytics, determining 
which advertiser takes credit for generating the commercial event is convoluted 
at best. 

3 Randall Stross, Planet Google: One Company’s Audacious Plan to Organize Everything We Know (New York: Free Press, 
2008), p. 37–38.

4 Mel Restori, “What is a Funnel Analysis?” Chartio, accessed December 8, 2022, https://chartio.com/learn/product-an-
alytics/what-is-a-funnel-analysis/. 

https://chartio.com/learn/product-analytics/what-is-a-funnel-analysis/
https://chartio.com/learn/product-analytics/what-is-a-funnel-analysis/
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One reason Google is so valuable to advertisers is that many users search for 
items they wish to purchase and click on the first advertised link. Google is 
the lowest common denominator for most commercial activity online. But the 
reality of human activity, and thus attribution, is much more complex. Users 
often see paid or organic advertisements on other platforms such as Twitter, 
then use Google as the last link before purchasing something. Advertisers 
attribute the purchase to Google because it served the last advertisement, 
even though an ad on Twitter is what began the user funnel. (This is one reason 
that Google and Facebook are worth more than Twitter or Reddit.)

In spite of supposedly waning consumer tolerance for digital advertising, the 
industry continues to grow. The Interactive Advertising Bureau’s 2022 outlook 
report for the U.S. digital advertising ecosystem estimated $153 billion in 
revenues for 2021 and projected 31 percent growth over the next five years.5 
Nevertheless, polling consistently shows that Americans’ greatest concern 
regarding digital advertising is how the massive amounts of data being collected 
on them affect their privacy.6

CONTE X TUALIZING DATA PRIVACY

Our concept of privacy is relatively modern, intertwined with technological 
and juridical innovation. The Framers of the Constitution and Bill of Rights 
understood that privacy from government eyes was essential.7 They had 
experienced the British government authorizing writs of assistance and general 
warrants, both of which permitted the government to search and seize property 
without probable cause.8

This government-centric approach to privacy pervaded the American legal 
system until Samuel Warren and future Supreme Court justice Louis Brandeis 
published a Harvard Law Review article in 1890 decrying new technologies 
such as instantaneous photography. The genesis of the article was not some 

5 PricewaterhouseCoopers and Interactive Advertising Bureau, “Outlook 2022: The US Digital Advertising Ecosystem” 
(2021),  https://www.pwc.com/us/en/industries/tmt/library/assets/pwc-iab-2022-outlook.pdf.

6 Morning Consult and Politico, “National Tracking Poll #2201029” (2022), p. 140, https://assets.morningconsult.com/
wp-uploads/2022/01/11193212/2201029_crosstabs_POLITICO_RVs_v1_SH.pdf.

7 U.S. Const. Amend. IV, Stanford v. Texas, 379 U.S. 476, 484–485 (1965) (“The commands of our First Amendment 
(as well as the prohibitions of the Fourth and the Fifth) reflect the teachings of Entick v. Carrington. These three 
amendments are indeed closely related, safeguarding not only privacy and protection against self-incrimination but 

‘conscience and human dignity and freedom of expression as well.’”)
8 Stanford v. Texas, 379 U.S. at 481–485. At the time of the American Revolution, the British government disfavored use 

of general warrants, but writs of assistance were a form of general warrant provided to customs officials, granting them 
blanket authority to search for goods imported in violation of tax laws.

https://www.pwc.com/us/en/industries/tmt/library/assets/pwc-iab-2022-outlook.pdf
https://assets.morningconsult.com/wp-uploads/2022/01/11193212/2201029_crosstabs_POLITICO_RVs_v1_SH.pdf
https://assets.morningconsult.com/wp-uploads/2022/01/11193212/2201029_crosstabs_POLITICO_RVs_v1_SH.pdf
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overarching concern to prevent the mass publication of data about a person, 
but Warren’s desire to keep aspects of his life away from newspaper reporters. 
In the article, Warren and Brandeis lamented how new technologies “have 
invaded the sacred precincts of private and domestic life.”9 The right to privacy 
that they envisioned was a direct response to “newspaperization” and the 
increasing popularity of society columns.10 As Dorothy Glancy explains:  

During the 1880’s, disgust at excessive newspaper discussion of private matters 
had grown into a sense of outrage at yellow journalism’s encroachments on 
the private lives of individuals. … Warren’s and Brandeis’ express purpose in 
inventing the right to privacy was the vindication of individual sensibility against 
precisely these activities and attitudes.11

In their article, Warren and Brandeis considered “whether the existing law 
affords a principle which can properly be invoked to protect the privacy of the 
individual.”12 Relying heavily on the intellectual property law of the time, along 
with contract law, they dubbed their new principles “right to privacy.” At the 
time, Warren and Brandeis considered this right to be the ability of any private 
citizen to control what information about himself was published in the press. 
They focused heavily on the right of the individual to determine “to what extent 
his thoughts, sentiments, and emotions shall be communicated to others.”13

From the ideas of Warren and Brandeis, the tort privacy actions emerged, with 
a focus on publicity, information that might have been offensive to reasonable 
people, and consent. The conception of privacy largely remained the same even 
through the early Information Age. As the use of data by technology firms 
increased, so did concern over the use of consumer data.

Today, as ever, while most people would agree that privacy is important, it is 
unlikely that two people would have the exact same belief about what the 
term means or how it should interact with the law, technology, and innovation. 
Society as a whole is continually forced to grapple with questions of how 

9 Samuel Warren and Louis Brandeis, “The Right to Privacy,” Harvard Law Review vol. 4, no. 5 (December 15, 1890), 
https://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy_brand_warr2.html.

10 Dorothy J. Glancy, “The Invention of the Right to Privacy,” Arizona Law Review vol. 21, no. 1 (January 1, 1979), https://
digitalcommons.law.scu.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1318&con-
text=facpubs.

11 Ibid., p. 10.
12  Warren and Brandeis, “The Right to Privacy.”
13 Ibid.

https://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy_brand_warr2.html
https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1318&context=facpubs
https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1318&context=facpubs
https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1318&context=facpubs
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privacy should be operationalized amid cultural and technological evolutions. 
One manifestation of this complexity is the “privacy paradox”: individuals who 
express concern about privacy online take practically no action to protect their 
privacy. For example, 63 percent of adults in one poll were “not willing to give 
up their personal data for targeted ads to use an online service for free,” and 
yet the number of people using free online services has only grown.14

Rather than thinking of privacy as an absolute value or end unto itself, we 
should understand it as part of a tradeoff—one that evolves along with culture 
and technology. Every day, individuals trade their privacy for other things. 
When using social media platforms, users willingly trade data about themselves 
for access to the platform, the ability to publish content on the platform, and 
the convenience of being able to interact with friends and family.15 The cost of 
this tradeoff for the user is being targeted with advertisements. 

ONLINE PRIVACY L AWS

In recent years, data privacy—especially where it concerns targeted 
advertising—has been in vogue among policymakers. Growing concerns over 
the bulk exploitation of private information, such as the Cambridge Analytica 
scandal, have spurred alarm over the information that tech companies collect 
and how they use it to target advertisements and other content.16 The result 
from policymakers has been swift. The European Union was the first to take 
decisive action when in 2016 it replaced the 1995 Data Protection Directive 
with the General Data Protection Regulation (GDPR).    

As with most data privacy legislation and regulations, the GDPR is more 
about data governance than the amorphous concept of privacy. Consisting of 
99 separate articles, the GDPR is a bureaucratic behemoth that establishes 
a framework for the treatment of “personal data.”17 Two components of the 
GDPR are particularly relevant: the prevalence and persistence of personal 
data, and the determination of who “processes” and “controls” that data. 

14 Sam Sabin, “Most U.S. Adults in Poll Unwilling to Share Personal Data for Ads to Keep a Service Free,” Morning 
Consult, May 25, 2018, https://morningconsult.com/2018/05/25/most-us-adults-unwilling-share-personal-data-ads-
keep-service-free/. 

15 On social media platforms, users trade data for convenience in at least two ways. First, by signing the terms and 
conditions, users allow platforms to collect their data. Second, by publishing status updates and photos, users are more 
directly trading some data about themselves for the benefit of interacting online.

16 Issie Lapowsky, “How Cambridge Analytica Sparked the Great Privacy Awakening,” Wired, March 17, 2019, https://
www.wired.com/story/cambridge-analytica-facebook-privacy-awakening/.

17 Chris Mirasola, “Summary: The EU General Data Protection Regulation,” Lawfare, March 1, 2018, https://www.law-
fareblog.com/summary-eu-general-data-protection-regulation.

https://morningconsult.com/2018/05/25/most-us-adults-unwilling-share-personal-data-ads-keep-service-free/
https://morningconsult.com/2018/05/25/most-us-adults-unwilling-share-personal-data-ads-keep-service-free/
https://www.wired.com/story/cambridge-analytica-facebook-privacy-awakening/
https://www.wired.com/story/cambridge-analytica-facebook-privacy-awakening/
https://www.lawfareblog.com/summary-eu-general-data-protection-regulation
https://www.lawfareblog.com/summary-eu-general-data-protection-regulation
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The obligations established by the GDPR fall on two classes of actors: 
controllers and processors. A controller is any entity that “determines the 
purposes and means of the processing of personal data,”18 while a processor 
is any entity that “processes personal data on behalf of the controller.”19 
Processing means performing any operation or set of operations on personal 
data, including collection, recordation, storage, retrieval, dissemination, or 
destruction.20

Controllers and processors can be thought of respectively as the first and third 
parties in the collection, transmission, and manipulation of personal data. The 
controller is the first party that collects the data, while the processor is the 
third party that does something with the data. An entity can fall under either 
or both of these classes. More importantly, the GDPR defines controllers and 
processors as the “natural or legal person, public authority, agency or other 
body” who performs the respective activities.21

The GDPR places numerous obligations and restrictions on controllers and 
processors that correlate the rights it establishes for users. One of the most 
pertinent of those rights is the right to rectification and erasure of personal 
data, which stipulates that users can rectify any inaccurate personal data 
concerning the user.22 The right to erasure—also known as the right to be 
forgotten—stipulates that controllers must erase or delete personal data when 
requested by the user.23  

The GDPR is not the only data governance law with these characteristics. 
Enacted in 2018, California’s Consumer Privacy Act (CCPA)—the strongest 
of several state data privacy laws—is heavily based on the framework of the 
GDPR.24 The CCPA contains notice, disclosure, correction, and deletion 
requirements similar to those found in the GDPR.25 The most pertinent 
difference between the two laws is that the CCPA does not make the same 
distinction between controllers and processors and instead lumps together 

18 Article 4(7) GDPR.
19 Article 4(8) GDPR.
20 Article 4(2) GDPR.
21 Article 4(7) GDPR.
22 Article 16 GDPR.
23 Article 17(1) GDPR.
24 Cal. Civ. Code § 1798.100–1798.199.100.
25 Cal. Civ. Code § 1798.130.
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both to cover all businesses that “collect personal information.”26 This definition 
covers any business that buys, rents, gathers, obtains, receives, or accesses 
personal information. 

At the federal level, the proposed American Data Privacy and Protection Act 
(ADPPA) is also heavily based on the GDPR.27 This bill, which was reported 
out of the House Energy and Commerce Committee by a strong bipartisan 
vote last July, would establish new obligations for entities that handle consumer 
data.28 Most notably, the ADPPA would grant all American consumers the right 
to access, correct, and delete personal information.

In contrast to more recent proposals for comprehensive data privacy legislation, 
existing federal data privacy laws are more narrowly tailored than the 
omnibus GDPR and ADPPA. Such laws create rules governing the control 
and processing of data in specific contexts. One of the most important is 
the Children’s Online Privacy Protection Act (COPPA).29 Enacted in 1998, 
COPPA created strict rules around the handling of children’s online data, 
banning the collection of the data of any person known to be under the age of 
13 and directing the Federal Trade Commission (FTC) to promulgate a rule to 
govern the collection and treatment of such data. The FTC requires all online 
services to take proactive measures to prevent the collection of children’s data 
and delete any such data when they become aware of collection.30

Each law and regulation was conceived to address perceived issues with the 
current digital environment dominated by large, centralized tech companies. 
However, some areas of the Internet are now experiencing a dramatic shift away 
from centralization. AdTech is not immune from this shift, and lawmakers have 
largely failed to consider how this transition towards decentralized systems will 
affect how governments ought to operationalize data privacy. Before going any 
further, it is important to outline the architecture of a decentralized Internet 
ecosystem and how it might interact with digital advertising.

26 Cal. Civ. Code § 798.140(f).
27 American Data Privacy and Protection Act, H.R. 8152, 117th Congress (2022).  
28 “Bipartisan E&C Leaders Hail Committee Passage of the American Data Privacy Protection Act,” House Committee 

on Energy and Commerce, July 20, 2022, https://democrats-energycommerce.house.gov/newsroom/press-releases/
bipartisan-ec-leaders-hail-committee-passage-of-the-american-data-privacy. 

29 Children’s Online Privacy Protection Act, 5 U.S.C. § 6502 (1998). 
30 Children’s Online Privacy Protection Rule, 16 CFR 312 (2013).

https://democrats-energycommerce.house.gov/newsroom/press-releases/bipartisan-ec-leaders-hail-committee-passage-of-the-american-data-privacy
https://democrats-energycommerce.house.gov/newsroom/press-releases/bipartisan-ec-leaders-hail-committee-passage-of-the-american-data-privacy
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UNDERS TANDING WEB 3

The Internet has seen several iterations over the last half-century, starting 
with the experimental stage of closed packet-switching networks.31 Then came 
the decentralized, open protocols that spawned the World Wide Web and the 
era known as Web 1.32 Around the turn of the century, the Internet began 
to gradually centralize around gated platforms such as Facebook, Google, 
and Amazon, ushering in the current Internet paradigm known later as Web 
2.33 Now, many believe that new forms of decentralized computing have the 
potential to bring about another shift, to Web 3.  

Web 3 “is a reimagination of the sorts of things that we already use the Web 
for, but with a fundamentally different model for the interactions between 
parties.”34 Proponents of Web 3 hope to decentralize the Internet using open-
source protocols and blockchain technology “to give power back to the users 
in the form of ownership.”35 This transition to decentralization has enormous 
implications for data privacy and has the potential to invert the privacy calculus 
for lawmakers.

In the simplest terms, Web 3 is the still-nascent suite of networks and 
applications built using decentralized blockchain technology.36 As with the 
blockchains that enable it, Web 3 is not one specific thing but a class of 
technologies. It represents new forms of data governance that underpin 
how information is transmitted, stored, and retrieved. While there are many 
different forms that blockchain technologies and Web 3 can take, three features 
are most pertinent to data privacy.

31 Giovanni Navarria, “How the Internet Was Born: From the ARPANET to the Internet,” The Conversation, November 2, 
2016, https://theconversation.com/how-the-internet-was-born-from-the-arpanet-to-the-internet-68072. 

32 The terms “Internet” and “web” are often used interchangeably, but they are distinct. The “Internet” traditionally refers 
to a global, interoperating network of computers, while the “web” (formally known as the World Wide Web) refers to the 
information and content that are accessible to users of the Internet. In other words, the Internet is the infrastructure 
that hosts and serves the web. 

33 The term “Web 2.0” was coined by Tim O’Reilly following the burst of the dot-com bubble in the early 2000s. At the 
time, many argued that the market collapse would end the web. O’Reilly disagreed, arguing that a newer, better web cen-
tered around platforms—Web 2.0—would rise from the collapse. See Tim O’Reilly, “What Is Web 2.0: Design Patterns 
and Business Models for the Next Generation of Software,” O’Reilly (blog), September 30, 2005, https://www.oreilly.
com/pub/a/web2/archive/what-is-web-20.html. 

34 Gavin Wood, “ĐApps: What Web 3.0 Looks Like,” Insights into a Modern World (blog), April 17, 2014, https://gavwood.
com/dappsweb3.html.

35 “Introduction to Web3,” Ethereum, last updated December 2, 2022, https://ethereum.org/en/web3/.
36 Peter Van Valkenburgh, “What’s a Blockchain, Anyway?” Coin Center, April 25, 2017, https://www.coincenter.org/

education/blockchain-101/whats-a-blockchain/. 

https://theconversation.com/how-the-internet-was-born-from-the-arpanet-to-the-internet-68072
https://www.oreilly.com/pub/a/web2/archive/what-is-web-20.html
https://www.oreilly.com/pub/a/web2/archive/what-is-web-20.html
https://gavwood.com/dappsweb3.html
https://gavwood.com/dappsweb3.html
https://ethereum.org/en/web3/
https://www.coincenter.org/education/blockchain-101/whats-a-blockchain/
https://www.coincenter.org/education/blockchain-101/whats-a-blockchain/
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First, Web 3 networks and applications are generally decentralized.37 Much of 
the current Internet is centrally controlled by only a few companies.38 Large 
cloud-hosting providers that control the vast majority of web hosting and traffic 
serve as middlemen between applications and the end user.39 In contrast, Web 
3 networks and applications are decentralized among a distributed network 
of computers known as nodes.40 These peer-to-peer (P2P) networks typically 
operate using open-source code to maintain a synchronous database that serves 
as a digital ledger of all the transactions that occur across the network.41 Most 
importantly, these decentralized networks are not controlled or operated by a 
single, centralized party as most Web 2 networks are.42 In other words, the users 
of a platform or system exert ownership or control over that system.   

Second, Web 3 networks and applications are generally public. Most Web 3 
networks and applications use public and permissionless blockchain technology. 
These networks are public in that the data stored on the blockchain is publicly 
readable—for example, anyone can examine all transactions on the Ethereum 
network.43 These networks are permissionless in that anyone with an Internet 
connection can freely transact using the network.44

Finally, Web 3 ledgers are immutable and permanent. Blockchain technology is 
an append-only data structure: information can only ever be added to the digital 
ledger, with removal possible only in extreme circumstances.45 This structure 
makes Web 3 tamper resistant and effectively permanent.    

37 Ayushi Abrol, “What Is Peer to Peer Network, and How Does It Work?” Blockchain Council, September 8, 2022, https://
www.blockchain-council.org/blockchain/peer-to-peer-network/. 

38 Internet Society, “2019 Internet Society Global Internet Report: Consolidation in the Internet Economy,” (2019), https://
future.internetsociety.org/2019/wp-content/uploads/sites/2/2019/04/InternetSociety-GlobalInternetReport-Consolida-
tionintheInternetEconomy.pdf.

39 Kip Compton, “Cisco’s Global Cloud Index Study: Acceleration of the Multicloud Era,” Cisco, February 13, 2018, https://
blogs.cisco.com/news/acceleration-of-multicloud-era.

40 Ayushi Abrol, “What Are Blockchain Nodes? Detailed Guide,” Blockchain Council, September 9, 2022, https://www.block-
chain-council.org/blockchain/blockchain-nodes/.

41 In this context, “transactions” are any transfers of data across the P2P network. This terminology comes from the world of 
cryptocurrencies, where systems such as the Bitcoin network mediate transactions of digital currencies. While the nuances 
of these different structures are beyond the scope of this analysis, in this context, Web 3 networks are those networks that 
are “sufficiently decentralized” such that they are totally operated and maintained by a decentralized set of parties. See M. 
Todd Henderson and Max Raskin, “A Regulatory Classification of Digital Assets: Toward an Operational Howey Test for 
Cryptocurrencies, ICOs, and Other Digital Assets,” Columbia Business Law Review vol. 2019, no. 2, https://heinonline.org/
HOL/LandingPage?handle=hein.journals/colb2019&div=14&id=&page= . 

42 There is a wide variance in the degree to which Web 3 networks are decentralized. 
43 See, for example, Etherscan, https://etherscan.io/.
44 While there are some Web 3 projects, such as ZCash and Monero, that allow private transactions using zero-knowledge 

proofs, these projects are the exception and outside the scope of this analysis.
45 Mary K. Pratt and Alexander S. Gillis, “Blockchain for Businesses: The Ultimate Enterprise Guide,” TechTarget, June 2021, 

https://www.techtarget.com/searchcio/definition/blockchain.

https://www.blockchain-council.org/blockchain/peer-to-peer-network/
https://www.blockchain-council.org/blockchain/peer-to-peer-network/
https://future.internetsociety.org/2019/wp-content/uploads/sites/2/2019/04/InternetSociety-GlobalInternetReport-ConsolidationintheInternetEconomy.pdf
https://future.internetsociety.org/2019/wp-content/uploads/sites/2/2019/04/InternetSociety-GlobalInternetReport-ConsolidationintheInternetEconomy.pdf
https://future.internetsociety.org/2019/wp-content/uploads/sites/2/2019/04/InternetSociety-GlobalInternetReport-ConsolidationintheInternetEconomy.pdf
https://blogs.cisco.com/news/acceleration-of-multicloud-era
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THE FLIPPENING 

In many ways, Web 3 is the inverse of Web 2. New Web 2 businesses usually 
take on venture capital to build an application in the hopes of eventually 
garnering enough users to turn a profit. In Web 3, entrepreneurs do exactly 
the opposite. Using “tokenomics” and other novel forms of financing, Web 
3 entrepreneurs first achieve liquidity by raising capital from users before 
building their application.46 Data privacy experiences a similar “flippening” or 
transposition in the shift from Web 2 to Web 3.47

In Web 2, most users are happy to trade some degree of privacy for the 
conveniences of the Internet economy. Most of this collected data is directly 
linked or linkable to the identity of the user.48 One reason that users have 
been willing to trade some of their privacy for convenience in Web 2 is that 
the information being collected is usually not made public. While users can 
decide to publicly post information about their lives, the personal data that 
Web 2 companies collect—from what we browse to what we buy online—is not 
made publicly available. Instead, it is held in databases controlled by whoever 
collected and then used the data to serve advertisements that only a single user 
ever sees.49 In Web 3, the opposite is true; practically all data is public but not 
tied directly to identity. 

Consider how an e-commerce site such as Amazon works in Web 2 versus Web 
3. In Web 2, whenever an individual purchases something through Amazon, the 
company stores the information about that transaction and links it to all other 
data points it has collected about that user.50 This data is then used to target 
advertisements based on all of the user’s past activity, but it is never made 
public. While Amazon does sell and share user data with third parties, there is 
no free, public ledger of user data that anyone can access.51

46 Matt Hussey, “What is Tokenomics?” Decrypt, January 16, 2019, https://decrypt.co/resources/tokenomics. 
47 In the crypto community, the flippening is the hypothetical time at which Ethereum overtakes Bitcoin as the largest 

cryptocurrency by market cap. Here, it describes a similar flip in the privacy calculus in the context of information being 
stored and transferred across distributed, as opposed to centralized, networks.

48 Razieh Nokhbeb Zaeem and K. Suzanne Barber, “A Study of Web Privacy Policies Across Industries,” Journal of Infor-
mation Privacy and Security vol. 13, no. 47 (November 2017), https://www.researchgate.net/publication/321045045_A_
study_of_web_privacy_policies_across_industries. 

49 Some companies that collect user data choose to sell that data to third parties, but even then, the data is still held 
privately and is normally not freely accessible to the public at large. 

50 Even if users switch accounts, Amazon can use other components of their digital footprint, such as a device ID, to link all 
the information it has collected to their identity.

51 Kate O’Flaherty, “The Data Game: What Amazon Knows About You and How to Stop It,” The Guardian, February 27, 
2022, https://www.theguardian.com/technology/2022/feb/27/the-data-game-what-amazon-knows-about-you-and-
how-to-stop-it. 

https://decrypt.co/resources/tokenomics
https://www.researchgate.net/publication/321045045_A_study_of_web_privacy_policies_across_industries
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In a Web 3 version of Amazon, all transactions would be publicly recorded. This 
information would not be linked directly to an individual’s real-world identity, 
however; instead, it would be linked to a wallet ID or other pseudonymous 
unique identifier. This example can be broadened out to practically every corner 
of the Internet; in each case in Web 3, all information is public but dissociated 
from real-world identity.

As with the shift from Web 1 to Web 2, the shift to Web 3 will be gradual.52 But 
the “flippening” of the privacy calculus is already occurring, from Filecoin’s 
distributed file storage network to decentralized social media applications 
such as Farcaster and Twitter’s Bluesky Project. As these projects continue to 
develop, one of the next frontiers will be developing attribution and advertising 
systems to bridge the gap between the centralized and decentralized Internet 
and monetize Web 3. 

THE PROBLEM OF FIT T ING WEB 3 AT TRIBUT ION INTO ONLINE 
PRIVACY L AWS

Privacy laws such as the GDPR have already harmed innovation in Web 2, 
primarily in the form of compliance costs that many tech startups cannot bear.53 
Now, what happens when it is technically impossible for something resembling 
a Web 3 attribution system to comply with the GDPR and related laws?   

Whether the law defines them as data controllers, processors, or collectors, 
one of the major underlying assumptions of most major data privacy laws 
and regulations is that there is an individual or entity that governs how data 
is handled. There must be some organization that can be sanctioned if their 
product violates the law; otherwise, the law is toothless. Such provisions 
make sense in a Web 2 context, where most of the organizations handling 
user data are companies that can be fined for noncompliance. In a sufficiently 
decentralized Web 3 context, however, no such entity exists. 

52 Megan Sapnar Ankerson et al., “Social Media and the ‘Read-Only’ Web: Reconfiguring Social Logics and Historical 
Boundaries,” Social Media + Society vol. 12, no. 1 (2015), https://doi.org/10.1177/2056305115621935. 

53 Rebecca Janßen et al., “GDPR and the Lost Generation of Innovative Apps,” National Bureau of Economic Research 
(May 2022), https://www.nber.org/papers/w30028#fromrss.

https://doi.org/10.1177/2056305115621935
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Who controls data on a blockchain? Confusingly, the answer is both everybody 
and nobody. The “everybody” controlling data on a blockchain is the thousands or 
tens of thousands of individual nodes that operate the network. Any information 
recorded on a blockchain is likely stored on numerous computers spread across 
the world. In the context of the GDPR, there is no “natural or legal person, public 
authority, agency or other body” who “determines the purposes and means of the 
processing of personal data.”54 In this sense, there is nobody controlling the data; 
it is controlled by computers and the laws of code.  

Who processes data on a blockchain? Again, the answer is both everybody and 
nobody. The entity that “processes personal data on behalf of the controller” is 
the network node.55 How the data is processed is not determined by project 
managers in a company boardroom, but by the governing rules of the open-
source code on which the network operates. 

There is a way that privacy laws such as the GDPR could be creatively interpreted 
to cover novel Web 3 governance structures. Building, operating, and iterating 
upon a Web 3 network or application still require some form of governance. This 
need has spawned a new form of organization, the decentralized autonomous 
organization (DAO).56 DAOs can take many forms, but they generally govern 
Web 3 projects using a decentralized and democratized voting process built using 
auto-executing, blockchain-based code known as smart contracts.57

DAOs could be considered controllers, depending on how the government 
categorizes them. For example, Wyoming recently passed a law allowing DAOs 
to register as Limited Liability Companies (LLC).58 If a DAO registers as an LLC, 
then it could be sanctioned for data privacy law violations. Government agencies 
have already taken legal action against Web 3 projects and the DAOs that run 
them in other contexts, most notably under international economic sanctions 

54 Article 4(7) GDPR.
55 Article 4(8) GDPR.
56 “Dissecting the DAO: Web3 Ownership is Surprisingly Concentrated,” Chainalysis, June 27, 2022, https://blog.chainalysis.

com/reports/web3-daos-2022/#:~:text=Decentralized%20autonomous%20organizations%20(DAOs)%20are,by%20buy-
ing%20into%20the%20project.

57 Stuart D. Levi and Alex B. Lipton, “An Introduction to Smart Contracts and Their Potential and Inherent Limitations,” 
Harvard Law School Forum on Corporate Governance, May 26, 2018, https://corpgov.law.harvard.edu/2018/05/26/an-intro-
duction-to-smart-contracts-and-their-potential-and-inherent-limitations/.

58 Wyo. Stat. § 17-31-104 (2022). 

https://blog.chainalysis.com/reports/web3-daos-2022/#:~:text=Decentralized%20autonomous%20organizations%20(DAOs)%20are,by%20buying%20into%20the%20project
https://blog.chainalysis.com/reports/web3-daos-2022/#:~:text=Decentralized%20autonomous%20organizations%20(DAOs)%20are,by%20buying%20into%20the%20project
https://blog.chainalysis.com/reports/web3-daos-2022/#:~:text=Decentralized%20autonomous%20organizations%20(DAOs)%20are,by%20buying%20into%20the%20project
https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-contracts-and-their-potential-and-inherent-limitations/
https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-contracts-and-their-potential-and-inherent-limitations/
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law.59 However, such instances are on questionable legal ground.60 Moreover, 
enforcement actions against Web 3 projects raise the question of who or what is 
actually being penalized.

Even where such determinations are simpler, as with more centralized Web 
3 networks and applications, compliance with some common data privacy 
rules is fraught with dilemmas and technical impossibilities. Nowhere is this 
more apparent than with the “right to be forgotten.” Because data storage 
on the blockchain is permanent and immutable by design, in many instances, 
complying with rules that mandate a right to request modification or deletion 
of personal information is impossible. As the the European Parliamentary 
Research Service notes:

Many have stressed the difficulty of applying the right to erasure to blockchains. 
Deleting data from [distributed ledger technologies] is burdensome as these 
networks are often purposefully designed to make the unilateral modification 
of data hard, which in turn is supposed to generate trust in the network by 
guaranteeing data integrity. … The difficulty of complying with Article 17 
GDPR is thus burdened by technical factors, but also by governance design. 
Indeed, even if there would be a means of ensuring compliance from a technical 
perspective, it may be organisationally difficult to get all nodes to implement 
related changes on their own copy of the database (particularly in public and 
permissionless blockchains).61

  
This inherent tension between the right to be forgotten and Web 3 creates a 
dilemma for innovators. The only way to create compliant Web 3 networks and 
applications would be to recentralize the system in ways that are anathema 
to the decentralizing principles on which Web 3 is built. Indeed, as one 
commenter has noted concerning the CCPA, “[I]t may be a good idea to 
develop blockchains in a way where a business owns all the nodes and therefore 
can alter the consensus, or to implement blockchain technology in a way where 

59 “U.S. Treasury Issues First-Ever Sanctions on a Virtual Currency Mixer, Targets DPRK Cyber Threats,” U.S. Depart-
ment of Treasury, May 6, 2022, https://home.treasury.gov/news/press-releases/jy0768; “U.S. Treasury Sanctions Noto-
rious Virtual Currency Mixer Tornado Cash,” U.S. Department of Treasury, August 8, 2022, https://home.treasury.gov/
news/press-releases/jy0916.  

60 Jerry Brito and Peter Van Valkenburgh, “Analysis: What Is and What Is Not a Sanctionable Entity in the Tornado Cash 
Case,” Coin Center, August 15, 2022, https://www.coincenter.org/analysis-what-is-and-what-is-not-a-sanctionable-en-
tity-in-the-tornado-cash-case/. 

61 European Parliamentary Research Service, PE 634.445, Blockchain and the General Data Protection Regulation: Can 
Distributed Ledgers be Squared with European Data Protection Law? (July 2019), p. 75, https://www.europarl.europa.eu/
RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf. 
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personal information is not collected.”62 Such a system would be practically 
indistinguishable from the current structure of centralized cloud service providers. 
From an attribution standpoint, this would be no different from the current 
systems implemented by Facebook and other companies. 

Data privacy laws designed to address the ills of Web 2 clearly do not fit a Web 
3 context, especially when it comes to handling the types of data needed for 
proper attribution. The response from most policymakers to the challenges 
and paradoxes of compliance is that innovators should build to the law. This 
perspective holds that the current conception of user-centered privacy is an 
absolute value unto itself that supersedes any socioeconomic benefit derived 
from Web 3. But such an approach is likely to strangle positive technological 
developments in the crib. If Web 3 developers cannot comply with data privacy 
laws, they will either build noncompliant products and end up being shut down 
or, worse, never build the next killer application. But there is another way to 
conceptualize privacy that can help square Web 3 with existing data privacy 
laws and provide a stronger theoretical foundation on which to produce future 
legislation.

CONCEPTUALIZING CONTE X TUAL INTEGRIT Y 

Cornell professor Helen Nissenbaum has proposed a novel theoretical framework 
for contextualizing privacy in a world of constant technological innovation. She 
dissents from the Brandeisian notion that “protecting privacy means strictly 
limiting access to personal information or assuring people’s right to control 
information about themselves.”63 Instead, she contends that “privacy is neither a 
right to secrecy nor a right to control but a right to appropriate flow of personal 
information.”64 She dubs this framework based on determining the appropriate 
flow of personal information contextual integrity. Contextual integrity is intended 
to serve as a philosophical heuristic or “ justificatory framework for evaluating 
in moral and political terms the myriad of new technology-based systems and 
practices radically affecting the flow of personal information.”65 The essence of 

62 Gustavo Alza Jr., “Blockchain & CCPA,” Santa Clara High Technology Law Journal vol. 37, no. 2 (April 3, 2021), p. 252, 
https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?article=1667&context=chtlj.

63 Helen Nissenbaum, Privacy in Context: Technology, Policy, and the Integrity of Social Life (Redwood City: Stanford University 
Press, 2010), p. 2.

64 Ibid., p. 127.
65 Ibid., p. 158.

https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?article=1667&context=chtlj
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contextual integrity is that moral and political norms about the expectations of 
privacy are context specific. Privacy is therefore not a moral absolute but rather a 
matter of achieving the appropriate flow of information for a given context. 

Nissenbaum illustrates her theory with a medical example.66 Patients disclose to 
the doctor some of their most intimate details—for example, they readily give 
consent for medical images to be taken and sent to other physicians for analysis, 
because various moral and legal norms govern the flow of that information. But 
suppose that a doctor violated these rules and norms by selling that information 
to a data broker or publishing it on social media. Most patients would feel that 
their physician had violated their privacy because this flow of information violated 
the established appropriate flow of information. New technologies’ enabling 
of such novel flows of information demanded a rethinking and formalization of 
traditional privacy norms such as the Hippocratic oath into legislation, such as the 
Health Insurance Portability and Accountability Act (HIPAA).67

To operationalize contextual integrity, one must consider the contextual norms 
related to five factors: the types of data, “the respective roles of the subject, the 
sender (who may be the subject), and the recipient of this information, and the 
principles under which the information is sent or transmitted from the sender to 
the recipient.”68 With this information, one can derive appropriate rules to govern 
the appropriate transfer of information within a given context. One major benefit 
of this framework is that it allows for nuanced rules to be developed for specific 
contexts rather than treating all information as equally valuable and deserving of 
equally strict regulation, as most current data privacy rules do. 

APPLYING CONTE X TUAL INTEGRIT Y TO WEB 3 PRIVACY 

Applying contextual integrity, which accounts for sociotechnical evolutions, to 
the flippening of privacy between Web 2 and Web 3 helps square laws such as the 
GDPR with novel technological solutions such as a Web 3 attribution system. To 
review, the context of privacy in Web 2 considers identity public but personal 
data private. The context of privacy in Web 3 is the reverse: identity is private (or 
pseudonymous), but personal data is public. Conforming Web 3 attribution with 
laws such as the GDPR will require rethinking the contextual norms around the 
linkage and transmission of data. 

66 Ibid., p. 171–174.
67 Health Insurance Portability and Accountability Act, Pub. L. No. 104-191 (1996).
68 Nissenbaum, Privacy in Context, p. 127.
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Laws such as the GDPR primarily address the merger of identity and personal 
data. Specifically, linking personal data to the identity of the person associated 
with that data is what renders information flows subject to current data privacy 
laws. This would still hold if the personal data were anonymously public before 
being joined with a real-world identity. Once the linkage to a real-world identity 
is broken, as is the case in the pseudonymous systems of Web 3, the personal 
data reverts to private and anonymous. Strange as it seems, in Web 3, the entity 
subject to data privacy rules is that which joins the real-world identity with public 
data, a merger that only occurs with opt-in consent from the user. 

Within the heuristic of contextual integrity, such a scenario, in which individuals 
consent to their personal data being publicly attributable so long as it remains 
separate from real-world identity, is an appropriate flow of information. The 
subject/sender (the user) and the recipient (the public via the distributed ledger) 
both consent to the open-source principles under which the information is 
transferred and stored. The only caveat to this contextual interpretation is that 
real-world identity can never be linked with pseudonymous identity. 

The framework of contextual integrity informs the application of existing data 
privacy laws to Web 3, but it can also inform policymakers crafting new data 
privacy legislation. As Nissenbaum notes, “Although, as such, [contextual 
integrity] is neither a theory of a legal right to privacy nor a definition of a legal 
concept of privacy, it can serve as a foundation for law and regulation by providing 
a standard against which legislation (existing or produced) and detailed rules are 
tested.”69

Historically, one distinguishing factor between the European and American 
approaches to data privacy legislation is that the American approach has been 
sectoral, in contrast to the omnibus approach of the EU.70 Rather than passing a 
single, omnibus regulation such as the GDPR that covers all personal data, the 
U.S. has traditionally chosen to establish context-specific rules. COPPA, the Fair 
Credit Reporting Act, and HIPAA—all American privacy laws—apply specific 
rules designed for a specific context.

69 Ibid., p. 236.
70 The European Union Data Directive and Privacy, before the Comm. on International Relations, 105th Cong. (1998) (statement 

of Marc Rotenberg, Director of the Electronic Privacy Information Center and Adjunct Professor at Georgetown Universi-
ty Law Center). 
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Now, it appears that the U.S. is straying from this approach to data privacy. Five 
states—California, Colorado, Connecticut, Virginia, and Utah—have enacted 
omnibus data privacy laws in recent years. At the federal level, the introduction 
of the ADPPA last year signals a similar shift away from the sectoral approach. 
Many privacy advocates applaud this shift, but the difficulties of creating a one-
size-fits-all policy for data privacy are apparent.

Especially from the standpoint of contextual integrity, one of the biggest 
challenges for omnibus data privacy legislation is delineating the public/private 
distinction of personal data. In determining what types of data should be covered 
by data privacy protections, legislatures have tended toward overly broad 
definitions. The GDPR’s definition of personal data appears to be intentionally 
vague so as to cover nearly all data collected on EU citizens, even when that 
information is publicly available.71 The latest draft of the ADPPA’s definition 
of “covered data” is similarly problematic, but it does include an exception for 
publicly available information.72 Data is not a finite, fungible resource, and not 
all personal data is equally valuable and worthy of special protections.73 The law 
should take the nuances of contextual flows of information for different sectors 
into account. 

Specifically, when drafting future data privacy legislation, policymakers should 
first enunciate the specific purpose of the legislation by determining what sort 
of data is in question. Then, policymakers should define who or what constitutes 
the subject, sender, and recipient of the data in question. Once this reasoning 
has been clarified, legislators can begin to frame principles and rules for the 
appropriate flow of information in its specific context. In following this chain from 
intent to execution, data privacy laws are more likely to be effective and less likely 
to create unnecessary tension with future technological innovations.

CONCLUSION

Laws and regulations drafted to govern information flows in a centralized Internet 
environment are difficult to square with novel decentralized systems. It is not 
enough to tell innovators to “build to the law”; the law must account and allow 
for technological change. As targeted digital advertising and attribution become 

71 Article 4(1) GDPR.
72 American Data Privacy and Protection Act, H.R. 8152, 117th Cong. § 2 (2022). 
73  Antonio García Martínez, “No, Data Is Not the New Oil,” Wired, February 26, 2019, https://www.wired.com/story/no-da-

ta-is-not-the-new-oil/.
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prominent components of Web 3, policymakers will need to reframe how data 
privacy laws are structured or risk crippling a burgeoning industry.

Nissenbaum’s heuristic of contextual integrity offers the sturdiest theoretical 
framework for examining the operationalization of data privacy for a Web 3 
environment. It is only through this framework that the flippening of user 
privacy can be accounted for and regulated around. Moreover, it is only through 
this framework that the flippening of user privacy can be accounted for and 
regulated around. Moreover, it is only through a sectoral approach to data 
privacy regulation that policymakers can create rules that fit various different 
contexts and govern appropriate flows of information through decentralized 
systems. As decentralized technologies continue to develop, policymakers 
will need to think critically about how to update rules and regulations for new 
contexts. 

While the current push toward drafting comprehensive data privacy regulations 
is laudable, such far-reaching regulation is likely to harm innovation. Through 
the application of Nissenbaum’s heuristic, it becomes clear that the most 
effective and efficient way to establish new rules governing the flow of 
information is through a sectoral system of laws tailored for specific contexts. 
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