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• An authoritarian vision of the digital world is rising: Authoritarian governments, 
including Russia and the People’s Republic of China, use information technology 
to repress, surveille, and manipulate domestic and foreign populations. It is more 
important than ever for us to present an affirmative vision of the digital world.

• Promoting internet freedom around the world has been a longstanding 
bipartisan national security priority in the United States.

• Since 2012, the Open Technology Fund (OTF), a non-profit organization 
supported by the U.S. Agency for Global Media, has incubated censorship-
circumvention technologies that promote free speech and internet freedom.

• OTF has been an excellent spotter of talent: Over the past decade, OTF’s 
projects have created some of the widest-used security tools on the planet, 
utilized by billions of people. They include Signal, a secure messaging and 
communications application widely used around the globe to protect the 
integrity of personal communications.

• OTF could easily expand its research and impact: In the past decade, OTF has 
vetted more than 3,500 requests for support totaling more than $450 million. 
This is 400% more than OTF’s funding capacity over that period.

• Additional funding for OTF could lead to advancement of internet freedoms: 
In FY2022, the Open Technology Fund is slated to receive $27 million 
from Congress. Leveraging growing bipartisan support, Congress should 
strengthen the OTF to leverage its incredibly successful work by increasing 
its appropriations, thus bolstering Internet freedom, security, and freedom of 
speech at a time of growing digital authoritarianism.

Executive Summary

https://www.opentech.fund/results/impacts-and-outcomes/
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BACKGROUND  
 
The Russian invasion of Ukraine focused renewed attention on the dangers posed by 
authoritarian governments working to undermine internet freedom through censorship 
and control over access to information. In March, Sens. Bob Menendez (D-NJ) and 
Marsha Blackburn (R-TN) introduced the Internet Freedom and Operations (INFO) Act 
of 2022 to counter digital authoritarianism and promote a more free and open internet 
around the globe.
 

“Freedom of information and access to fact-based, reliable, and unbiased news are 
fundamental to democratic governance,” reasoned Foreign Relations Chairman 
Menendez. “[T]he United States must remain committed to supporting the State 
Department’s internet Freedom programs and other initiatives that improve technology, 
protect digital security – particularly for activists and human rights defenders – and 
circumvent censorship.”
 
This bipartisan legislation reaffirms U.S. policy regarding the promotion of internet 
freedom, authorizes the State Department and the U.S. Agency for International 
Development’s (USAID) Internet freedom programs, and allocates $50 million for the 
U.S. Agency for Global Media (USAGM) to promote circumvention technologies to 
counter digital authoritarianism.
 
This bill highlights congressional interest in promoting internet freedom to advance 
human rights.
 
In 2023, Congress should enable USAGM to directly promote internet freedom by 
increasing funding for its grantee, the Open Technology Fund (OTF), which has a 
longstanding, successful track record of supporting open-source projects used by billions 
of people worldwide.  The technology projects OTF has incubated have helped 2 billion 
people counter digital authoritarianism in China, Cuba, Iran, and Russia, among many 
other strategic priorities. One prominent example is Signal, a secure messaging and 
communications application widely used to avoid digital surveillance. It is utilized today 
by a substantial proportion of congressional offices to secure sensitive communications.
 
The Open Technology Fund’s expansive impact over the past decade highlights why 
Congress would be wise to increase authorization levels for USAGM’s grant funding to 
this organization.
 

https://www.foreign.senate.gov/press/chair/release/as-putin-cracks-down-on-free-press-senators-menendez-blackburn-unveil-bipartisan-legislation-to-expand-internet-freedom#:~:text=in%20unveiling%20the%20Internet%20Freedom,among%20everyday%20people%2C%20civil%20society
https://www.foreign.senate.gov/imo/media/doc/MDM22149.pdf
https://www.foreign.senate.gov/imo/media/doc/MDM22149.pdf
https://www.foreign.senate.gov/press/chair/release/as-putin-cracks-down-on-free-press-senators-menendez-blackburn-unveil-bipartisan-legislation-to-expand-internet-freedom
https://www.opentech.fund/results/impacts-and-outcomes/
https://www.opentech.fund/results/impacts-and-outcomes/
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Authoritarian governments, like Russia, Iran, and the People’s Republic of China, 
use advanced surveillance and censorship technologies to control information and 
strengthen the state’s control over its citizens. A 2020 Senate Foreign Relations 
Committee report defined digital authoritarianism as “[t]he use of [information and 
communication technology] to surveil, repress, and manipulate domestic and foreign 
populations.”
 
In 2021, Freedom House reported that global internet freedom declined, continuing 
a decade-long trend. China remained the global leader in stifling online liberties, 
according to the report.
 
In the future, artificial intelligence and other technological advances will dramatically 
increase the power and reach of digital authoritarianism, as the National Security 
Commission on Artificial Intelligence warned just last year:
 

“China’s use of AI-powered surveillance technologies to repress its Uyghur minority 
and monitor all of its citizens foreshadows how authoritarian regimes will use AI 
systems to facilitate censorship, track the physical movements and digital activities 
of their citizens, and stifle dissent. The global circulation of these digital systems 
creates the prospect of a wider adoption of authoritarian governance.”

 
INTERNE T FREEDOM IS A LONGS TANDING U.S.  GOAL
Promoting Internet freedom has been a longstanding bipartisan national security 
priority. President Joe Biden’s “Interim National Security Strategic Guidance” 
committed to working with allies and other partners to counter digital authoritarianism 
and other emerging threats. President Trump’s 2017 national security strategy stated 
that the United States “will advocate for open, interoperable communications, with 
minimal barriers to the global exchange of information and services.”

The Decline of Internet 
Freedom and Rise of Digital 
Authoritarianism 

https://freedomhouse.org/report/freedom-net/2018/rise-digital-authoritarianism
https://www.foreign.senate.gov/imo/media/doc/2020 SFRC Minority Staff Report - The New Big Brother - China and Digital Authoritarianism.pdf
https://freedomhouse.org/report/freedom-net/2021/global-drive-control-big-tech#Internet
https://www.nscai.gov/wp-content/uploads/2021/03/Full-Report-Digital-1.pdf
https://www.nscai.gov/wp-content/uploads/2021/03/Full-Report-Digital-1.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf
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This long-standing executive branch commitment to supporting global internet 
freedom as a national security priority has been mirrored by Republican and 
Democratic congressional lawmakers.
 
Since 2007, Congressional lawmakers have supported efforts to promote global 
internet freedom. In recent years, members of Congress have demonstrated their 
support for global internet freedom by sponsoring legislation to authorize and 
strengthen the Open Technology Fund. For example, in 2020, Chairman Eliot Engel 
and Rep. Michael McCaul sponsored bipartisan legislation to authorize the existing 
OTF.
 

“Knowledge is power, which is why information blocking has long been a hallmark of 
oppression. In the digital era, tyrants and dictators around the world seek to further 
control their citizens by restricting, censoring, and surveilling the internet. This has 
been a growing trend in repressive regimes like China, Iran, and North Korea,” Rep. 
McCaul reasoned.
 

“Our international broadcasting efforts provide unbiased news and information in 
countries where there is no free press.” added Chairman Engel. “The growth of the 
internet has given us powerful new tools to reach bigger audiences. Our broadcasters 
tell the truth, which is why so many governments try to silence them along with other 
independent sources of news.” 
 
The U.S. government’s current commitment to promoting internet freedom is an 
extension of an earlier bipartisan policy. Since World War II, the United States 
has sought to provide free and open access to information for people living in 
authoritarian societies through diplomacy and international broadcasting, and by 
supporting activities through the National Endowment for Democracy, Broadcasting 
Board of Governors, and other means. These activities played a meaningful role 
advancing liberty during the Cold War.
 
In the 21st century, countering digital authoritarianism requires promoting a free, 
open, and secure internet. However, a review of current government funding and 
activities aimed at countering digital authoritarianism shows that exceedingly limited 
resources are being invested in developing new tools to ensure global internet 
freedom and security.
 

https://www.congress.gov/110/crpt/hrpt481/CRPT-110hrpt481.pdf
https://www.congress.gov/bill/116th-congress/house-bill/6621
https://gop-foreignaffairs.house.gov/press-release/bipartisan-house-members-introduce-bill-to-bolster-internet-freedom-globally/
https://gop-foreignaffairs.house.gov/press-release/bipartisan-house-members-introduce-bill-to-bolster-internet-freedom-globally/
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OVERVIE W OF U.S.  GOVERNMENT INTERNE T FREEDOM PROGR AMS
 
Programs to promote global internet freedom exist within the State Department, 
USAID, USAGM, and the National Endowment for Democracy. Several bureaus 
within the State Department are involved in work to promote internet freedom and 
security.
 
For example, the Bureau of Democracy, Human Rights and Labor, the Bureau of 
Economic and Business Affairs, and the Bureau of International Organization Affairs 
reference internet freedom projects and activities in the department’s congressional 
budget justification.
 
The National Endowment for Democracy, which receives $300 million annually from 
Congress, informed Congress that providing support to civil society groups “that use 
new technologies to challenge repressive state institutions will be critical in the period 
ahead.”
 
USAID manages a Global Internet Freedom program focused on increasing civil 
society and independent media capacity related to internet freedom. The program’s 
goals include “improving the digital security practices of civil society, human rights 
defenders, and media” and “increasing the long-term and wide-ranging engagement of 
civil society on issues of internet governance.”
 
Beyond these programs and activities, the U.S. government’s core projects to promote 
the development of technologies that advance internet freedom exist within the U.S. 
Agency for Global Media (USAGM).
 
THE U.S.  AGENCY FOR GLOBAL MEDIA
 
In FY2021, Congress provided approximately $800 million in funding to USAGM, 
which has a mission to “inform, engage, and connect people around the world 
in support of freedom and democracy.” USAGM was formerly known as the 
Broadcasting Board of Governors. The Agency oversees federal broadcasting 
networks, including Voice of America, and supports three non-profit grantees that 
conduct independent broadcasting: Radio Free Europe/Radio Liberty, Radio Free Asia, 
and the Middle East Broadcasting Network. USAGM says more than 394 million 
listeners are reached by its broadcasting stations each week.
 

https://www.state.gov/wp-content/uploads/2021/07/FY-22-CBJ-A1-Full-Book-Final-as-of-07092021.pdf
https://www.state.gov/wp-content/uploads/2021/07/FY-22-CBJ-A1-Full-Book-Final-as-of-07092021.pdf
https://www.state.gov/wp-content/uploads/2021/07/FY-22-CBJ-A1-Full-Book-Final-as-of-07092021.pdf
https://www.state.gov/wp-content/uploads/2021/07/FY-22-CBJ-A1-Full-Book-Final-as-of-07092021.pdf
https://www.usaid.gov/democracy/supporting-vibrant-civil-society-independent-media#:~:text=GREATER%20INTERNET%20FREEDOM%20(GIF)%3A,issues%20relevant%20to%20country%20contexts.
https://www.usaid.gov/democracy/supporting-vibrant-civil-society-independent-media
https://www.state.gov/wp-content/uploads/2021/05/FY-2022-State_USAID-Congressional-Budget-Justification.pdf
https://www.federalregister.gov/agencies/broadcasting-board-of-governors
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The U.S. Agency for Global Media’s international broadcasting programs are a 
continuation of a successful approach to public diplomacy and “winning hearts and 
minds” during the 20th century, particularly during the Cold War. However, the 
international broadcasting model for public diplomacy faces considerable challenges 
in the 21st century. For example, authoritarian governments severely limit potential 
listeners or viewers from accessing Western broadcasting online. Moreover, where 
people can access Western broadcasts, they have a wider range of media choices, 
including through the internet, which fragments the market by creating greater 
competition for eyes and ears.
 
THE OPEN TECHNOLOGY FUND (OTF )
 
USAGM supports the Open Technology Fund (OTF), a non-profit organization 
“committed to advancing global internet freedom” by “developing tools and 
technology to bolster internet freedom and counter attempts by authoritarian 
governments to censor the internet and restrict freedom online.” The State 
Department reports that OTF’s budget was just $20 million in FY2021 – making it 
one of the least-resourced, yet widest-impact internet freedom program of the U.S. 
government.
 
OTF was created in 2012 as a project within Radio Free Asia. In 2019, OTF became 
an independent non-profit organization funded by USAGM. Between 2012 
and 2020, the Open Technology Fund received approximately $90 million in 
government funding. As of 2021, the organization had an 11-person staff. In March 
2022, Congress passed an omnibus appropriations bill that earmarked $27 million 
for OTF for FY2022.
 
It is worth considering how this funding compares to how the private sector rewards 
success. For example, this is a small amount compared to what top VC firms have 
available to support promising tech startups disrupting the marketplace. In other 
words, a $27 million federal expenditure represents a remarkably modest amount 
given the substantial global increase in surveillance, censorship, and cyberattacks by 
authoritarian regimes over the past year.
 
The National Defense Authorization Act for Fiscal Year 2021 established the Open 
Technology Fund and authorized $25 million for FY2022 appropriations. The law 
includes the following sense of Congress language indicating the strong, bipartisan 
support for OTF’s mission:

 

https://www.opentech.fund/about/
https://www.state.gov/wp-content/uploads/2021/05/FY-2022-State_USAID-Congressional-Budget-Justification.pdf
https://www.state.gov/wp-content/uploads/2021/05/FY-2022-State_USAID-Congressional-Budget-Justification.pdf
https://www.state.gov/wp-content/uploads/2021/05/FY-2022-State_USAID-Congressional-Budget-Justification.pdf
https://www.usagm.gov/wp-content/uploads/2021/06/USAGM-FY-2022-CBJ-Final-05.26.2021.pdf
https://www.opentech.fund/news/otf-usagm-internet-freedom-budget-2020/
https://www.pbs.org/newshour/show/how-a-fight-over-anti-censorship-funding-became-a-symbol-of-trump-administration-turmoil
https://rules.house.gov/sites/democrats.rules.house.gov/files/BILLS-117HR2471SA-RCP-117-35.pdf
https://fundcomb.com/lists/largest/venture-capital
https://fundcomb.com/lists/largest/venture-capital
https://www.govinfo.gov/content/pkg/PLAW-116publ283/html/PLAW-116publ283.htm
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“It is the sense of Congress that it is in the interest of the United States to 
promote global internet freedom by countering internet censorship and 
repressive surveillance and protect the internet as a platform for the free 
exchange of ideas, promotion of human rights and democracy, and advancement 
of a free press and to support efforts that prevent the deliberate misuse of the 
internet to repress individuals from exercising their rights to free speech and 
association, including countering the use of such technologies by authoritarian 
regimes.”

 
The law defined the OTF’s authorities, the functions of the grantees, the 
methodologies to guide OTF’s grants and grantees, and created annual reporting 
requirements. For example, Congress required OTF to “support fully open-source 
tools, code, and components, to the extent practicable, to ensure such supported 
tools and technologies are as secure, transparent, and accessible as possible.”
 
The FY2021 NDAA further clarified that USAGM would oversee the OTF and 
required USAGM to coordinate OTF’s work with other federal government internet 
freedom programs. In addition to authorizing the OTF, the law requires the State 
Department Inspector General to review the program by Jan. 1, 2023.
 
OTF’S IMPACT OVER THE PAS T DECADE
 
The forthcoming Inspector General review will provide valuable insights about the 
Open Technology Fund’s programs, impact, and value. The OTF has a track record 
of transparency, publishing detailed information about all of its funded projects and 
its review criteria and processes. Unlike many government-funded agencies, OTF 
publishes a full and transparent list of the projects it has funded since 2012. For each 
project, OTF tracks real-world progress using four simple measures: “ just an idea,” “it 
exists!”, “it’s basically done,” and “people use it.”
 
A review of publicly available information suggests that the OTF has supported 
significant projects that are promoting global internet freedom.
 
OTF-incubated technologies are currently used in services and applications 
serving over 2 billion people, including providing technologies to counter digital 
authoritarianism in China, Cuba, Iran, Russia, and many other locales.
 
Importantly, OTF projects fund open-source technologies, enabling independent 
auditing and review of every code base. In several prominent instances, commercial 

https://www.govinfo.gov/content/pkg/PLAW-116publ283/html/PLAW-116publ283.htm
https://www.opentech.fund/results/supported-projects/
https://www.opentech.fund/results/impacts-and-outcomes/
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technologies or services have adopted or implemented OTF-supported technologies, 
given that they are “best in class” security applications. This public-private synergy 
underscores OTF’s growing positive impacts – not just in supporting human rights, but 
in fostering private sector innovation as well. Many of the projects funded by OTF later 
receive financial support from private partners.
 
One prominent example is Signal, a secure messaging and communications application 
widely used to protect communications against digital surveillance. Since 2012, OTF 
has provided $3 million to Open Whisper Systems (OWS). This funding supported 
the development of an encryption protocol that enabled Signal-based platforms to 
provide secure communications. OTF reports that its most recent grant allowed OWS 
to provide “Signal at no cost around the globe and adapt their operations for a growing 
user base.”
 
Signal’s downloads show that users are increasingly using its service during protests, 
such as during the People’s Republic of China’s crackdown in Hong Kong. In 2022, 
Signal’s usage dramatically increased in Ukraine during the ongoing Russian invasion.
 
OTF’s grants to Open Whisper Systems provided necessary support to develop and 
launch Signal and its underlying encryption protocol. According to Wired, OWS had 
been able to pay only “a handful of full-time staffers, who have worked out of a single 
room in a co-working space” until 2018. That year, the organization received a $50 
million private donation. Absent OTF’s early support, Open Whisper Systems would 
never have been able to develop its technologies to the point where additional interests 
found the technology compelling enough for investment.
 
The Open Technology Fund has also funded TOR’s Onion Services, which helps 
internet users circumvent surveillance and censorship, including a project to support 
the development of an open source, secure browser for iOS. The BBC recently issued 
guidance to its audience in Ukraine and Russia to use TOR to circumvent Russian 
censorship. OTF has provided more than $3 million to support TOR projects over the 
past decade.
 
Beyond these prominent examples, OTF funding has supported the development of 
Wireguard’s virtual private network (VPN) protocol and a project to enable human 
rights organizations and independent media to use the technology in Africa, the Middle 
East, and Eastern Europe. OTF also funded the development of Satori, which helps 
users safely download security and circumvention technology; and Qubes OS, a secure 

https://www.opentech.fund/results/supported-projects/open-whisper-systems/
https://www.opentech.fund/results/supported-projects/open-whisper-systems/
https://time.com/5893114/signal-app-privacy/
https://www.news18.com/news/tech/war-in-ukraine-ukranians-use-signal-app-amid-crisis-founder-urges-people-to-avoid-telegram-4813133.html
https://www.wired.com/story/signal-foundation-whatsapp-brian-acton/
https://www.opentech.fund/results/supported-projects/tor-onion-services/
https://www.opentech.fund/results/supported-projects/onions-apples/
https://www.theguardian.com/media/2022/mar/04/bbc-website-blocked-in-russia-as-shortwave-radio-brought-back-to-cover-ukraine-war
https://www.theguardian.com/media/2022/mar/04/bbc-website-blocked-in-russia-as-shortwave-radio-brought-back-to-cover-ukraine-war
https://www.opentech.fund/results/supported-projects/tor-project/
https://www.opentech.fund/results/supported-projects/wireguard/
https://www.opentech.fund/results/supported-projects/piguard/
https://www.opentech.fund/results/supported-projects/piguard/
https://www.opentech.fund/results/supported-projects/satori/
https://www.qubes-os.org/
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operating system, which allows users to better manage compartmentalizing information, 
thus greatly enhancing their overall resiliency to a variety of cyber threats.
 
OTF has provided seed support for a variety of projects to counter authoritarian 
regimes’ use of “digital sock puppets,” to promote internet security and digital rights in 
Africa, and to “monitor and challenge internet censorship in China.”
 
BURE AUCR ATIC CHALLENGES AND MANAGEMENT CONTROVERSIES
 
As a new government-supported initiative, the Open Technology Fund has faced 
bureaucratic opposition, criticism, and management challenges.
 
For example, a 2015 audit by the Department of State Inspector General raised 
questions about the Broadcasting Board of Governors’ oversight of Radio Free Asia 
and the OTF in a highly contested report.  For example, the watchdog reported 
that the BBG did not have a “well-defined structure” for monitoring RFA (including 
the OTF) and could not determine whether OTF grants were accomplishing BBG 
objectives. Using hypothetical reasoning based on inapplicable federal rules, the IG 
found that RFA had lax procurement requirements for OTF’s grants (including the 
absence of a competitive bidding process) and that awarded contracts did not have 
independent cost estimates. As a result, the Inspector General warned, “there was 
no assurance that RFA received fair value for the contracts awarded to support OTF 
projects.” However, “[c]onsidering the small number and amount of the deficiencies 
identified, OIG concluded that it is reasonable for BBG to continue to rely on the 
testing performed by RFA’s independent financial statement auditor.”
 
At the time, OTF had an open, transparent, and competitive application process that 
was fully disclosed publicly – but one that was run independently within RFA and 
independent from the BBG. Moreover, the past seven years of successful impact, 
which witnessed OTF-funded projects measurably improving internet freedom for 
millions of people around the world, show that the IG’s concern about the value of 
OTF-funded projects did not materialize.
 
In recent years, OTF faced significant politically driven management turmoil created by 
USAGM leadership actions threatening to end the OTF altogether. In 2020, Michael 
Pack was confirmed to lead the U.S. Agency for Global Media. Mr. Pack attempted to 
make significant changes to OTF and how the organization interacts with USAGM. In 
June 2020, he fired OTF’s senior leadership and dismissed the organization’s board. He 
subsequently withheld funding from OTF. Both actions were overturned by  
Court rulings.

https://www.opentech.fund/results/supported-projects/thinkst/
https://www.opentech.fund/results/supported-projects/opennet-africa/
https://www.opentech.fund/results/supported-projects/opennet-africa/
https://www.opentech.fund/results/supported-projects/greatfire-expanding-collateral-freedom/
https://www.stateoig.gov/system/files/aud-fm-ib-15-24.pdf
https://www.usagm.gov/who-we-are/management-team/michael-pack/
https://www.washingtonpost.com/local/legal-issues/appeals-court-blocks-trump-administration-takeover-of-organization-fighting-digital-censorship-and-surveillance/2020/07/21/4f4299c4-cb5d-11ea-bc6a-6841b28d9093_story.html
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Mr. Pack’s leadership and mismanagement of USAGM and its relationship with OTF 
received strong bipartisan criticism on Capitol Hill.
 
After the June 2020 firings, Sen. Blackburn and Rep. McCaul issued the following 
statement:
 

“As the lead Republican sponsors of the Open Technology Fund Authorization 
Act, we are troubled by the recent termination of Laura Cunningham and the 
OTF Board of Directors and are concerned about the future of the organization.”

 
Sen. Ron Wynden led eight Democratic lawmakers in sending a letter to Mr. Pack 
expressing strong concern about the firing and programming changes:
 

“Reports regarding changes to OTF’s programming requirements are alarming. 
The OTF has long followed a policy of only funding projects that are released 
as open source, have been approved by OTF’s independent technical advisory 
board, and have been subjected to an independent cybersecurity audit. This is 
vital, both to prevent taxpayer dollars from being wasted and to prevent design 
flaws in technology that might put users in authoritarian countries at risk from 
deadly retaliation.”

 
Despite facing bipartisan opposition on Capitol Hill, Mr. Pack continued his efforts 
to halt OTF’s work. In December 2020, Pack attempted to prevent USAGM from 
funding OTF for a period of three years by unilaterally debarring the organization. 
Pack cited several reasons for the decision, including that the OTF lacked 
congressional authorization (though it was directly authorized by Congress at the 
time), concerns about conflict-of-interest rules, and questions about OTF grant 
decisions and their impact.
 
Pack also re-established USAGM’s Office of Internet Freedom, with a mission, as 
USAGM described it at the time, to do much the same activities as OTF: “to support 
the testing, deployment, and management of technologies that circumvent internet 
blocking, filtering, and other censorship techniques principally used by repressive 
regimes, such as China and Iran.”
 
Mr. Pack’s attempts to shut down OTF were met with legal challenges and strong 
opposition from Congress, including key Republican lawmakers. OTF filed a lawsuit 
against the USAGM in the Court of Federal Claims seeking to require the agency 
to provide funds authorized and appropriated by Congress. OTF’s claims against 
USAGM were upheld by the District of Columbia attorney general, who viewed Mr. 
Pack’s actions as illegal government interference with an independent non-profit 
organization’s governance.
 

https://gop-foreignaffairs.house.gov/press-release/mccaul-blackburn-statement-on-otf-firings-organizations-future/
https://gop-foreignaffairs.house.gov/press-release/mccaul-blackburn-statement-on-otf-firings-organizations-future/
https://www.wyden.senate.gov/imo/media/doc/062420 Wyden led Letter to USAGM on OTF Purge.pdf
https://www.nytimes.com/2020/12/19/us/politics/trump-appointee-seeks-to-cut-off-funding-for-global-internet-access-group.html
https://www.usagm.gov/2020/08/18/ceo-pack-revives-usagms-office-of-internet-freedom-agency-funds-internet-firewall-circumvention-technologies/
https://www.usagm.gov/2020/08/18/ceo-pack-revives-usagms-office-of-internet-freedom-agency-funds-internet-firewall-circumvention-technologies/
https://www.usagm.gov/2020/08/18/ceo-pack-revives-usagms-office-of-internet-freedom-agency-funds-internet-firewall-circumvention-technologies/
https://www.voanews.com/a/press-freedom_open-technology-fund-sues-usagm-alleges-breaching-18-million-contracts/6194760.html
https://www.voanews.com/a/usa_dc-court-rules-dispute-over-open-technology-fund-board/6197239.html
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At a September 2020 House Foreign Affairs Committee hearing, Rep. Michael 
McCaul criticized Pack’s leadership of the agency, his continuing failure to answer 
congressional oversight inquiries, and his refusal to appear before the committee 
despite a subpoena compelling his testimony. The congressman called on Pack to 
release congressionally approved funding to OTF. “This technology is so important to 
countries like Russia, China, Iran, and North Korea to communicate within the country 

– inside and outside – and people in the country to communicate amongst themselves 
so they can be in a position to yield back from their oppressors,” Rep. McCaul 
reasoned.
 
Mr. Pack resigned at President Biden’s request on Jan. 20, 2021. In February 2021, 
USAGM provided the funding that the Trump administration had withheld to OTF.
 
BIPART ISAN SUPPORT FOR INCRE ASING INTERNE T FREEDOM 
PROGR AMS IN 2022
 
On March 3, Sen. Bob Menendez, chairman of the Foreign Relations Committee, and 
Sen. Marsha Blackburn introduced the Internet Freedom and Operations (INFO) Act of 
2022. 
 
With congressional findings that 3 billion people use the internet, and that authoritarian 
regimes use the internet as a means of suppression, the legislation states that the policy 
of the U.S. government is “to preserve and expand the internet as an open, global 
space for freedom and expression and association.”
 
The legislation would authorize appropriations of $75 million to the State Department 
and USAID and $49 million to USAGM and its grantees for internet freedom 
programs. The bill would also authorize State and USAID to use other existing sources 
of funding internet freedom programs. The legislation instructs the Secretary of State 
to use $2.5 million from the Economic Support Fund if a foreign government “restricts 
or closes off internet access” to provide funding to vetted entities in that country 
working to support internet freedom.
 
The bipartisan Menendez-Blackburn bill would also require regular reports from the 
State Department, USAID, and USAGM describing the agencies’ internet freedom 
programs. Both reporting requirements appear intended to help Congress better 
understand how internet freedom programs are working, what impact they are having, 
and whether additional resources are needed. The USAGM report would require a 
description of the respective activities of the Open Technology Fund and Office of 
Internet Freedom, which could identify potential duplication considering their similar 

https://gop-foreignaffairs.house.gov/blog/icymi-mccaul-opening-statement-at-hearing-on-management-of-the-united-states-agency-for-global-media/
https://www.npr.org/sections/inauguration-day-live-updates/2021/01/20/958875488/voice-of-america-ceo-pack-defined-by-scandal-resigns-at-bidens-request
https://www.pbs.org/newshour/show/how-a-fight-over-anti-censorship-funding-became-a-symbol-of-trump-administration-turmoil
https://www.foreign.senate.gov/press/chair/release/as-putin-cracks-down-on-free-press-senators-menendez-blackburn-unveil-bipartisan-legislation-to-expand-internet-freedom
https://www.foreign.senate.gov/imo/media/doc/MDM22149.pdf
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missions. For example, GAO reported in 2021: “USAGM officials did not provide 
any clear motivation or strategic vision for the decision to revive OIF, or a clear 
description of what the revival entailed.”
 
Given the broad impact of OTF-funded programs over the past decade, it is unclear 
why USAGM needs an office and a grantee both focused on promoting internet 
technologies, and the Office of Internet Freedom appears to have been established 
simply to duplicate OTF’s mandate (though without any actual capacity to do so) at a 
time when USAGM leadership was engaged in a series of illegal actions to dismantle 
OTF.
 
WHY OTF NEEDS ADDIT IONAL FUNDING TO ADVANCE INTERNE T 
FREEDOM AND HUMAN RIGHTS
 
Following the $7 million funding increase for OTF in the FY2022 omnibus, the 
bipartisan Senate legislation indicates additional bipartisan support for increasing 
funding for internet freedom programs and the Open Technology Fund. Evidence 
suggests that additional funding is needed and would prove incredibly timely given the 
global increase in cyberthreats targeting civilians.
 
According to OTF’s data, the organization has received more than 3,500 requests for 
support totaling $450 million since 2012. In other words, given its total allocation of 
roughly $100 million over the past decade, OTF could only support less than a quarter 
of requests. Thus, OTF was not able to fund numerous projects that would have had a 
measurable impact in improving internet freedom and communications security.
 
One immediate way that additional funding could be used would be through 
translation efforts that make circumvention technology available to more people. 
This is especially important given the increasing digital oppression faced by ethnic 
minorities whose native languages are often overlooked in security application 
documentation. Simply put, OTF could advance human rights and internet 
freedom simply by translating security information and tools to make OTF-funded 
technologies more accessible to people around the world.
 
The proliferation and adoption of new technologies and internet applications will 
inherently create new needs to develop open-source technologies that promote online 
freedom and security, particularly to counter digital authoritarianism. For example, 
the ongoing decentralization of finance, including through the use of cryptocurrency, 
will make it easier for people living in authoritarian states to engage in commerce.
 

https://www.gao.gov/assets/gao-22-104017.pdf
https://www.opentech.fund/results/impacts-and-outcomes/
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In the future, OTF may shift resources to address other technological challenges 
and opportunities to make the internet more secure and accessible. Over the 
past decade, many of OTF’s funded projects have focused on developing software 
applications to help users evade censorship or surveillance. However, future 
OTF-funded projects could focus on an open-source technical communications 
infrastructure that does not require evasion applications. Likewise, as internet-
based communications continue to expand, documentation and how-to guides 
for non-literate users (e.g., audio and video how-tos or illustrated guides) will grow 
substantially.
 
OTF has the potential to fund some of the underlying deep tech projects in this 
area. Specifically, the OTF can fund projects in the privacy space that are lower 
down the “technology stack,” so to speak. Instead of investing in the development 
of apps, the OTF can invest in internet infrastructure security, including by funding 
basic research that can help programmers implement and improve everything from 
routing software to the apps they are developing.
 
Examples of this could include subsidizing open source libraries of various privacy 
technologies like differential privacy, synthetic data, or zero knowledge proofs to 
minimize the open-source funding problem for the actual developers and spur the 
adoption of these packages.
 
In addition, OTF’s community convening grants have created vital meeting spaces 
for researchers, practitioners, and change agents dedicated to developing open 
technologies – often catalyzing new technological developments through these 
in-person meet-ups. With further funding, OTF can support timely R&D events 
around the globe – places where attendees will have an opportunity to share new 
research findings and exchange resources, brainstorm strategies and collaborate 
in novel ways, and demonstrate effective programs and interventions for greater 
impact around the world.
 
 

https://stackoverflow.blog/2021/01/07/open-source-has-a-funding-problem/
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Recommendations

Congress should authorize and appropriate substantial additional funding for internet 
freedom and appropriate additional funding specifically focused on the expansion of the 
Open Technology Fund’s successful work to promote human rights.
 
With a relatively small budget over the past decade, OTF has funded the development 
of technologies that have greatly improved internet freedom and security for 
people around the world. OTF is leading the United States’ effort to counter digital 
authoritarianism.  Authorizing and increasing appropriations for OTF will increase 
global internet freedom and yield concomitant progress in supporting free speech and 
democratic organizing.
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